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ABSTRACT:

In today’s complex cybersecurity landscape, effective risk management is cru-
cial. This involves fulfilling cyber security controls according to established
standards like ISO/IEC 27001, ISO/IEC 27005, the Center for Internet Security’s
CIS v8.1, etc. Many organisations, particularly smaller ones, lack dedicated
cyber risk teams. Therefore, streamlined and automated processes are essen-
tial. By implementing a robust Cyber Risk Management Policy, companies can
gain a comprehensive understanding of their vulnerabilities. This requires a
tool that can efficiently assess risks and identify necessary security controls.
The authors of this paper have developed an asset-based tool that precisely
evaluates risks based on the status of existing security measures for all types
of institutions — from the smallest to large ones.

The proposed tool offers a fast and efficient approach to cyber risk as-
sessment, enabling organisations to proactively mitigate threats and protect
their valuable assets. It was developed as a web application that generates
precise risk levels according to the answers provided on the status of the im-
plemented cyber security controls. In addition, the tool also gives instructions
and suggests safeguards to be implemented.
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Introduction

Cyber Risk Management is very important for all institutions and companies,
regardless of size, to protect their reputation and financial stability. Without a
solid cyber risk strategy, the probability of unwanted events is increased, and
that could negatively impact on the business and reputation of the institutions
and companies. Successful cybersecurity risk management produces a system-
atic approach to the identification, analysis, and assessment of potential threats
and vulnerabilities that could compromise information security objectives. Ef-
fective protection against cyber security threats can be accomplished only with
a thorough understanding of the cyber risks and through the implementation of
the appropriate cybersecurity controls.

In the whole concept of cybersecurity risk management, the most important
parts are risk assessment and treatment processes. They play an essential role
in the implementation and maintenance of a successful ISMS (Information Se-
curity Management System). Important world standards that delve into risk as-
sessment and risk treatment processes are ISO/IEC 27001 and ISO/IEC 27005.
Organisations should refer to these standards to achieve efficient cybersecurity
risk protection and prevent potential cyber threats from materializing. Imple-
mentation of consistent, reproducible, and well-defined risk assessment and
risk treatment processes is better when following standardized policies and pro-
cedures that are well recognized, like the above-mentioned.

One of the key elements of risk treatment is the implementation of security
controls. Annex A part of the ISO/IEC 27001 standard! gives detailed infor-
mation about the security controls that should be implemented. CIS (Center for
Internet Security) v8.1,2 also gives detailed information about implementing se-
curity controls for different types of organisations and different types of assets.
Following the instructions, guidelines, and safeguards of these standards for the
implementation of cybersecurity controls improves cybersecurity protection
and resilience.

Possessing tools for cybersecurity risk assessment plays essential role in im-
plementing a successful cybersecurity risk management program. In the science
community there are already efforts in this field. For example, Benz and Chat-
terjee 3 suggest cybersecurity assessment tool that is based on the NIST frame-
work. It includes online survey with 35 questions that are based on the five cat-
egories in the NIST framework. This tool is focused only on small- to medium-
sized enterprises. Santini and coworkers % use data-driven approach for cyber
risk assessment based on the well-known HTMA (How To Measure Anything)
approach including usage of quantitative key risk indicators.
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Sukumar, Mahdiraji, and Jafari-Sadeghi proosed a novel approach for cyber
risk assessment ®> for SMEs (Small and Medium-sized Enterprises) in online re-
tailing. In their research, 28 cyber-oriented risks are identified specifically for e-
tailing SMEs. Hence, this approach is limited only to small e-tailors, and it cannot
be applied to other types of SMEs or larger institutions. Russo, with co-au-
thors, ® proposed a software platform for cyber risk management focused on
micro and small enterprises based on the NIST 800-30 standard.

A framework for risk assessment and risk management utilising a decision-
analysis-based approach is proposed by Ganin et al.” This framework could be
complex for organisations that have limited expertise in risk management.
Some elements of this framework, like assigning weights to criteria, can include
subjective judgments.

A cybersecurity decision-support framework that considers the cost of the
cybersecurity breach for the targeted company, the uncertainty in the time
needed to exploit a vulnerability, and the optimization of the mitigation
measures is proposed by Tsiodra and her co-authors.® They presented use cases
from the real world utilising the 2020 CWE top 25 software weaknesses as well
as Center of Internet Security (CIS) controls.

Carias and coworkers developed the CR-SAT (Cyber Resilience Self-Assess-
ment Tool) for SMEs.® This is a valuable tool limited to small and medium-sized
companies for assessment of their cybersecurity resilience. It identifies vulner-
abilities, prioritizes risks, and includes mitigation strategies.

Ahmed et al.1° are focused on assessing the risks related to APTs (Advanced
Persistent Threats) and supporting informed cyber risk evaluation and charac-
terization. In this context, the MITRE repository is used with known adversarial
TTPs (Tactics, Techniques, and Procedures) to define the attack probability and
likelihood. Performed assessment is supported by a case study implemented on
a health care organisation.

Niemiec and co-authors ! designed an architecture of the ECHO Multi-sector
Assessment Framework that is applicable in many sectors, such as healthcare,
energy, maritime transportation, or defence. It evaluates cybersecurity risks in
trans-sectoral and inter-sectoral contexts and supports actions for mitigation
and resource allocation.

This article is a continuation of our previous research work.*? In it, Jakimoski
et al. presented a tool for cyber risk assessment for small to medium-sized com-
panies considering the types of assets. The application used 20 generic cyber
risks mapped with CIS v8 security controls, and it achieved a relatively simple
way to assess the cyber risks and map them to well-known security controls in
CIS v8. There are also instructions that give information on which security con-
trols from CIS v8 are to be implemented after identifying the risk levels. Further-
more, the cyber risk assessment application visualised the compliance and
mapped the presented tool with standards like CIS v8 and ISO/IEC 27001 Annex
A Controls.

In this research work, the authors developed a cyber risk assessment tool to
serve any type of company, from the smallest to the largest one. It is based on
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the CIS v8.1 standard, and it provides fast and accurate cyber risk assessment
for each type of asset and company. Considering internationally recognized cy-
bersecurity controls like CIS v8.1, the authors created an application for effec-
tive and fast cybersecurity risk assessment that is asset-based and includes
every possible type of organisation, from the smallest to the largest one. It also
gives a more accurate assessment of the risk levels in comparison to our earlier
tool,'? which gives three—instead of two—options when answering questions.

The remainder of this paper is organized as follows. Section 2 presents the
methodology used for developing the cyber risk assessment application. In sec-
tion 3, the cyber risk assessment application is described in detail. Section 4
concludes this paper.

Methodology for the Design of the Application

Cybersecurity controls and measures are often neglected by many organisa-
tions, especially by the small ones that do not employ cybersecurity staff. Usu-
ally, system administrators are also handling cybersecurity challenges in the or-
ganisations without cybersecurity staff. This oversight often introduces signifi-
cant vulnerabilities and cyber risks for the companies. A good starting point for
this type of organisations that do not have solid cyber defence is to be familiar-
ized with the cyber risks. Having a cyber risk assessment tool that will detect
and prioritize cyber risks in these organisations is of great importance for them.

To implement a successful Information Security Management System — ISMS,
regular risk assessments and treatments are more than needed in each type of
organisation and company. That is why nowadays, every organisation, from
small to large, should have solid cyber risk management to identify the risks and
take actions with appropriate security controls.

As it was mentioned above, this research is continuation and improvement
of our previous work.? In this work, a cyber risk assessment tool was developed
integrating the risks defined in the well-known risk management platform ** and
CIS controls v8 defined by the Center of Internet Security.? In the first phase
mapping was done between the risks defined by SimpleRisk 2 and security con-
trols for Implementation Group 1 defined by the Center for Internet Security.?
So, the user first selects the asset type and then answers the questions for that
asset type. Answers were designed with simple “Yes” or “No” options related
to the adequate risks and security controls for that asset. After answering the
questions, details for the cyber risks and their levels were automatically gener-
ated for the appropriate security controls for that specific asset.

The next phase of development of the cyber risk assessment tool involved
the design of instructions on what to be done by the user for every risk to de-
crease the risk level.l? These instructions were related to the CIS safeguards 2
for the appropriate security controls. In this way, users, in a very user-friendly
manner, can review the safeguards that can decrease the generated levels of
cyber risks.

In this work, the above methodology is extended. Here the questions, risks
and instructions are generated not only for Implementation Group 1, but also
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for Implementation Groups 2 and 3 from CIS v8.1. Hence, the application of
cyber risk assessment in this research covers not only small but also large and
complex organisations and companies.

Furthermore, a novelty in this work is that questions are designed to be an-
swered with “Yes,” “No,” and “Partially.” Answering three options creates bet-
ter granularity and precision for the cyber risk evaluation. Answers with the op-
tion “Partially” have half the weight of the answers with the option “No” when
assessing the risk level. By giving three options, we are also not complicating
too much this cyber risk assessment process in this research, which aims to pro-
duce user-friendly and fast initial cyber risk assessment for all types of compa-
nies and institutions.

In the application developed in this research, users first choose the type of
organisation (small, medium, or large) and then choose the type of asset. Then,
they answer questions for the appropriate type of organisation and asset. The
application is developed in a way that all answers must be answered before
generating the response. The generated response gives the appropriate risks for
that asset with an accurate risk level, as well as instructions and safeguards that
should be implemented to decrease the generated risks.

A web application for the cyber risk assessment tool has been developed in
this research to increase the user-friendliness of the clients who will use this
tool. It uses a combination of popular web technologies. The foundation of the
application is formed by HTML, and then CSS is used to style the elements, per-
form visual presentations, and create a consistent user interface. Dynamic func-
tionality is obtained by JavaScript, which enables interactive features. Further-
more, Bootstrap framework is also used, offering pre-built components and util-
ity classes.

This development methodology gives the tool the power to efficiently gener-
ate different risk levels according to the answers to the sets of questions and
offer safeguards for solving the risks. The methodology used for developing this
tool also relates the tool to the CIS v8.1 standard. So, the instructions and safe-
guards offered in this tool automatically make the organisation that is using this
tool compliant with the CIS v8.1 standard. On the other hand, CIS v8.1 standard
is well-mapped with ISO/IEC 27001 standard, so this tool is also in compliance
with the ISO/IEC 27001 standard.**

Results Obtained with the Cyber Risk Assessment Tool

The risk Matrix presented in Table 1 is used as a basis for defining the risk lev-
els > for the developed cyber risk assessment application in this work. It is based
on ISO/IEC 27005 standard, and it is widely used for cyber risk management.
Risk levels are defined from Very Low (Insignificant) to Very High.

The starting screen of the web-based tool for cyber risk assessment pro-
posed in this work is presented in Figure 1. Here, the user should choose the
type of the organisation. As we can see in the starting screen, three options are
available: Implementation Group 1 (IG-1), Implementation Group 2 (IG-2), and
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Table 1. Cyber Risk Matrix

Likelihood Level
Very Unlikely - 1|Unlikely - 2 |Moderate - 3 |Likely - 4 |Very likely - 5

Risk Matrix

Very High - 5

Medium - 3
Low -2
Very Low - 1 1

Impact Level

Risk Levels:

Very Low (Insignificant)
Low

Medium

High

Very High

BECRO

Implementation Group 3 (IG-3), representing small (IG-1), medium (IG-2) and
large (1G-3) organisations appropriately.

Q

o | DRiskte20Assessment20Tolindlex? htm! Boromo e R - O

Cyber Risk Assessment Tool - Kire Jakimoski
= A o -

T j—

ily-owned business with ~10 employees may se!

classify as IG1.

A regional organization providing a service may classify
itself as 1G2.

labeled 1G3.

= RN s/

Figure 1: Cyber Risk Assessment Tool: A Starting Screen.

Once the organization type is selected, the user is requested to select the
asset type to evaluate the risks. Asset types are classified according to the CIS
v8.1 classification: Devices, Software, Data, Users, Network, and Documenta-
tion. For example, if the client chooses 1G-1 type of organization in Figure 1, the
next thing presented by the proposed tool is the asset types (Figure 2). In this
step, the client selects the asset type that wants to evaluate.
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2 Assets

Risks for Asset Type
"Data" Risks for Asset Type
“Network"

Click here 1o evaiuate the risks Click here to evaluate the risks

Figure 2: Selecting the Asset Type for Cyber Risk Assessment.

Once the asset type is selected, the user is challenged with sets of questions
that should be answered in this phase. For example, if the client selects the as-
set type Data, the proposed tool presents questions for IG-1 type of organisa-
tion for the selected asset type Data (Figure 3).

Data Protection

Do you establish and maintain a ¢

based on the enterpris

impact this

PARTIALLY

Figure 3: Set of Questions for the Asset Type Data for IG-1.

In the proposed tool, questions could be answered with three options: “Yes,”
“Partially,” or “N,” having one option more compared with our previous tool.*?
So, the answer “Partially” is evaluated with weight between the weights of
“Yes” and “No” answers. Hence, the results are more accurate for the clients
that have partial implementation of the safeguards for the appropriate security
control.
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For the selected asset type Data in Figure 3, according to the IG-1 group in
CIS v8.1 standard, there are safeguards for the security controls: “Data Recov-
ery, Data Protection, and Audit Log Management.” Hence, the proposed tool
presents a set of questions for these three security controls. Part of the ques-
tions for the security control Data Protection can be seen in Figure 3. In this
example, the client answers the questions with “Yes,” “Partially,” or “No.” After
answering all questions for all three security controls in this example for the
asset type “Data,” the appropriate three risks will be automatically generated.
One of these risks is presented in Figure 4 for the security control “Data Protec-
tion.”

£ Assets

Do you securely dispose of data as outlined in the
enterprise’s documented data management process?
(You should ensure the disposal process and method

are commensurate with the data sensitivity)

Do you encrypt data on end-user devices
containing sensitive data? Example
implementations can include: Windows
BitLocker®, Apple FileVault®, Linux® dm-crypt

PARTIALLY

PARTIALLY |

Risk: Attackers can exfiltrate data from our networks compromising the privacy and integrity
of sensitive information.

Your risk is HIGH.

Figure 4: Risk Generation after Answered Questions.

At the same time, instructions are automatically generated under the gener-
ated risk with its appropriate level (Figure 5). Instructions are very valuable
source of information, because the client gets in the same time risk with its ap-
propriate level, and instructions what safeguards to be implemented to de-
crease the risk level. Usually, risk appetite for this high level of risk is mitigation,
so for high risks it is very important users to start mitigating them as soon as
possible.

Therefore, this web application is user-friendly with a solid graphical inter-
face, and it gives comfort and simple control to users who want to make fast
and accurate cyber risk assessments. It is of great benefit for all types of organ-
isations that want to implement successful cyber risk management.

Furthermore, this tool is well-mapped with internationally recognized stand-
ards like CIS Controls 2 and ISO/IEC 27001 standard.! So, it is of great benefit for
organisations that want to be compliant with CIS v8.1 and ISO/IEC 27001 stand-
ards.
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Your risk is HIGH.

Instructions:

* Establish and maintain a data management process. In the process, address data
sensitivity, data owner, handling of data, data retention limits, and disposal
requirements, based on sensitivity and retention standards for the enterprise. Review
and update documentation annually, or when significant enterprise changes occur
that could impact this Safeguard.

Retain data according to the enterprise’s data management process. Data retention
must include both minimum and maximum timelines.

Securely dispose of data as outlined in the enterprise’s data management process.
Ensure the disposal process and method are commensurate with the data sensitivity.
Encrypt data on end-user devices containing sensitive data. Example implementations
can include: Windows BitLocker®, Apple FileVault®, Linux® dm-crypt.

Figure 5: Generation of Instructions under the Generated Risk.

Conclusions

Cyber Risk Management is a very important area nowadays for each type of
organisation and company that wants to be well protected from cyberattacks.
Cyber risk assessment is one of the crucial parts of the process of cyber risk
management. This paper proposes a cyber risk assessment tool built in a web
application style for fast and accurate cyber risk assessment based on CIS v8.1
security controls. It can help organisations and companies to familiarise them-
selves with the potential cyber security dangers in a user-friendly way.

The proposed cyber risk assessment tool gives two types of very important
information regarding cyber risk management. First, it gives information about
the cyber risks classified by asset types and their appropriate risk levels. Then,
it also gives information on which safeguards to be taken to decrease the level
of the risk. This tool is designed to be adapted for all types of organisations —
from small ones to large corporations. It is of great benefit for cyber security
teams in organisations that deal with cyber risk management. It is also of special
benefit for organisations that do not have cyber security teams on their staff
and want to understand the dangers of cyberattacks for them.

What makes this proposed cyber risk assessment application unique is the
asset-based approach when assessing cyber risks. Generated risks are classified
by asset type, so users of this tool gather information about cyber risks with
accurate risk levels just for that particular asset type. For example, if they want
to know the risks for the asset type Software, they will choose this asset type in
the proposed application before answering the questions and get the risks with
appropriate risk levels and instructions just for that asset type.

Future work for this research should be an evaluation of the asset value be-
cause not all assets in one asset type have the same value for the organisation.
Some of these assets store or process more highly classified information, and
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some — lower level ofclassified information. This results in different asset values
that could impact the potential risk level of the assets that belong to the same
asset type.
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