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    Abstract: Making decisions on major investments, including investments in secu­rity research, requires good grasp of the future, which by definition is uncertain. This paper presents the analytical process, methods, and tools, including the DSTO Scenario Analysis Tool Suite, used in the elaboration and selection of a set of con­text scenarios and possible new roles for EU as a global actor based on the wider Petersberg tasks. Results of this exploratory process within the FP7 FOCUS project are intended to derive suggestions for the EU’s security research planning. The conclusion emphasises the critical importance of providing rigorous analytical sup­port, in particular when security foresight involves subject matter experts that are not part of a dedicated research team.
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    Introduction


    Making decisions about the future always involves uncertainty. The level of uncer­tainty is particularly high when policy makers and planners try to predict the features of the future security environment and to derive requirements, e.g. where to focus se­curity research efforts.


    In approaching uncertainty, Paul Davis of Rand Corporation distinguishes between normal and deep uncertainty, where ‘normal’ applies to situations where one under­stands the phenomenon at hand and how to value outcomes, and can apply standard versions of sensitivity or probabilistic analysis. Davis defines deep uncertainty as the condition where one does “not know with confidence (1) the model by which to de­scribe the phenomenon of interest, (2) the relevant probability distributions, or (3) how to value the outcomes.”[1]


    Capability-based planning—the state-of-the art approach in defence policy making and planning, finding wider application in other security fields[2]—relies on a set of planning scenarios, or planning situations, to represent uncertainty. These planning scenarios, however, are commonly designed with a particular vision of the future world in mind. As a consequence, the method is not directly applicable in reflecting possible deeper changes in the capability development environment. Such deeper changes may be a result of the emergence of new threats, geostrategic shifts, shifts in the political and/or societal agendas, significant change in the economic environment, the emergence of a new technology with a disruptive impact, etc. In combination, such changes may lead to rather different environment, or an alternative future, in which one may foresee new planning situations, or scenarios.[3]


    Hence, in particular, in attempts to take a long-term view such as in the FOCUS pro­ject, it is necessary to explore the space of alternative futures and select a number of context scenarios, describing alternative futures that are both plausible and distinct. Then, for each context scenario, one can explore the possible planning scenarios and use them to define requirements of interest, e.g. security research requirements.


    The FOCUS project follows this logic in the exploration of the five ‘big themes.’[4] For each theme, the responsible researchers first scope the problem space. At the second step they elaborate respective context scenarios and theme-relevant roles for the European Union. In the third step they define security research scenarios. In this process, the identification of plausible and challenging alternative futures may in turn lead to EU decisions to adopt one or another role as a global security actor, thus wid­ening the Petersberg tasks as currently defined in the Lisbon Treaty. The adoption of new roles, in turn, would lead to new capability requirements—with the respective organizational, procedural, and technological aspects—and, possibly, to new re­quirements for security research.


    This paper presents the analytical approach, tools used, and main results in the second step for the big theme “EU as a global actor based on the wider Petersberg tasks.” It is structured in two main sections. The first one presents the elaboration of context scenarios for “EU as a global actor,” and the second – the exploration of possible EU roles in the 2035 timeframe.


    Defining Context Scenarios


    In the exploration of the problem space the research team identified principal dimen­sions for describing EU roles as a global security player, external threats and chal­lenges, trends, drivers and potential strategic shocks.[5] These findings were used for ex­trapolation of current trends and exploration of alternative paths that may lead with time to alternative future worlds. Figure 1 illustrates this approach.[6]


    A simplified presentation of the process of developing context scenarios is repre­sented in Figure 2.[7] The first two steps in this analytical process are known as mor­phological analysis.[8] In the first step, analysts define factors to be used in the description of the future context. In the second step, they define states in which each factor might be in the future. Factors and states defined in these two steps need to cover ex­haustively the problem space, as elaborated in FOCUS Deliverable 6.1. In addition, the possible states for each of the factors need to be mutually exclusive.
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    Figure 1: Illustration of the scenario foresight method.


    



    For each factor, in the third step, experts assess the probability that in the future it will be in a certain state. Given the requirement that states have to be mutually exclu­sive and exhaustive, the sum of probability assessments will be equal to 1.


    In the fourth step, experts assess the compatibility of each pair of states for each two factors, using a scale from 1 to 5. Experts do not try to identify causal relationships; instead, they rate compatibility, with 5 indicating a very high likelihood that the two states can occur together, and 1 indicating that they are not compatible.[9]


    These assessments are then used to identify among the hundreds or thousands candi­date scenario configurations those that are plausible and representative. To meet the first criterion, the combined compatibility rating of all pairs in a candidate scenario configuration has to exceed a certain threshold and/or a ceiling is imposed on the number of ‘2’s in a configuration (a configuration with one or more ‘1’ is automati­cally discarded, since it contains at least one pair of incompatible states.). It is guar­anteed in this way that configurations that are not internally consistent are filtered out. Secondly, the joint probability for the states in a configuration also needs to exceed a certain threshold, i.e. configurations that are internally consistent but of very lowprobability are not included in the follow-on exploratory process. Figure 3 provides an example for the respective expert assessments.
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    Figure 2: Context scenario development process.


    



    Clustering and integer linear programming are then used to find representative con­figurations among those that are internally consistent and of significant probability. The first technique allows visualization of how configurations group in the scenario space. Then experts decide how many clusters to consider and select one configura­tion to represent each grouping, or cluster.


    The second technique is used to span the scenario space, that is, to guarantee that the exploratory process will bring forth distinct capability requirements and, conse­quently, security research requirements.


    In practice, the implementation of steps 4 and 5 cannot be efficient without adequate IT support that automates the computation of capability ratings, joint probabilities, clustering, and the resolution of the integer linear programming problem. FOCUS partner CSDM used the DSTO Scenario Analysis Tool Suite[10] for this purpose. The tool also facilitates shortlisting candidate scenario configurations.


    The sixth step is finalized through expert assessments and selection of a small number of plausible configurations. At this point—and based on expert judgement—it is pos­sible to consider interim configurations, i.e. to create configurations that combine some features of two or more of the original states for each factor. In the seventh step, analysts write the text of the context scenarios corresponding to the selected configu­rations.
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    Figure 3: An example for assessment of probability and compatibility.


    In practice, there is an inherent tension between the need for precision and detail, and the amount of information experts may process and the time they can dedicate to un­derstand the problem and express their expert opinion. If we account for M factors and Nx is the number of states considered for factor X, the overall number of states is:


    Ns = NA + NB + NC + … + NM


    The number of possible scenario configurations is equal to:


    NA*NB* ... *NM,


    while the number of pairs of states, the compatibility of which has to be assessed, is proportional to Ns2.


    Therefore, for level of complexity suitable for participatory foresight,[11] i.e. involving experts that are not part of a dedicated research team, it is recommended to use no more than six or seven factors, with three to seven states for each factor. The increase in the number of factors and/or states quickly increases the time and effort experts need to invest in order to provide professional assessments.


    A number of iterations were performed to refine the decision space, as follows:


    · A few researchers from the project team (three in this case) worked individu­ally in assessing probabilities and compatibility


    · Individual assessments were compared to identify significant discrepancies (as­sessments of compatibility with a dispersion of 6 or more)


    · Discrepancies were explained (e.g. unclear or misleading label or descrip­tion of a state, widely differing assumptions of participating individuals, technical errors, etc.)


    · Labels and description of factors and states were improved


    · Other researchers conducted a new assessment, followed by comparison to check whether reasons for significant discrepancies have been eliminated.


    After several iterations, researches on the FOCUS team defined the following main factors, or ‘dimensions,’ for presenting alternative futures for the EU as a global security actor: global context; globalisation and economic growth; security environ­ment; societal demographics & migration; EU modalities. These five factors and the distinct states considered for each one of them are given in Table 1.


    After preparing the ground for participatory foresight, further analytical steps were performed by 26 outside experts, working in four groups. For that purpose, two days of a four day exercise with upper mid-level civilians and military officers (Lieutenant Colonel level), conducted in April 2012 in the “G.S. Rakovski” Defence Academy in Sofia, were dedicated to exploring the space of contexts and future roles of the EU as a global security actor. Each group assessed probabilities for states in each factor and compatibility of pairs of states. On that basis each group received a list of configurations with higher compatibility and probability of occurrence. Figure 4 provides an example of such list.


    Table 1. Key factors and states in the elaboration of theme-specific context scenarios.


    
      
        	
          A. Global context

        

        	
          B. Globalisa­tion and eco­nomic growth

        

        	
          C. Security environment

        

        	
          D. Societal Demographics & Migration

        

        	
          E. 

          EU Modalities

        
      


      
        	
          A1 Dominant global compe­titions

        

        	
          B1 Accelerated globalisation and growth

        

        	
          C1 Global col­lective security architecture

        

        	
          D1 Balanced demographics and limited migration

        

        	
          E1 Continua­tion

        
      


      
        	
          A2 Global management

        

        	
          B2 Cyclic globalisation and growth

        

        	
          C2 Coopera­tive security

        

        	
          D2 Expanding demographic gaps and controlled migration

        

        	
          E2 Differentia­tion

        
      


      
        	
          A3 Dominant regional dy­namics

        

        	
          B3 Retarded globalisation and growth

        

        	
          C3 Fragmented security

        

        	
          D3 Migration tsu­nami

        

        	
          E3 Enhanced selective gov­ernance

        
      


      
        	
          A4 Conflict-dominated global context

        

        	
          

        

        	
          

        

        	
          

        

        	
          E4 Outside EU’s institu­tional frame­work

        
      

    


    



    These subsets of configurations were further subjected to cluster analysis and integer programming. Figure 5 provides an example of results of clustering.



    Table 2 summarises the results of each of the four working groups participating in the scenario exercise, listing identified candidate scenario configurations. Averaged compatibility assessments by FOCUS researchers were also used in step 5 of the ex­ploratory process to shortlist scenario configurations. Based on these results, the FOCUS team analysed again the scenario space and selected the following three dis­tinct and plausible configurations:


    · A2B1-2C1-2D1E1


    · A1B2C3D3E3


    · A4B3C3D3E2-3-4.
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    Figure 5: An example for results from clustering of candidate scenario configurations.


    Table 2. Top configurations of the working groups in the scenario exercise.


    
      
        	
          WG1

        

        	
          WG2

        

        	
          WG3

        

        	
          WG4

        
      


      
        	
          A1B3C3D2E3

        

        	
          A2B1C1D2E1

        

        	
          A2B2-3C2-3D2E3

        

        	
          A2B1C1-2D1-2E2

        
      


      
        	
          A2B1C1D1E1

        

        	
          A2B2C2D2E1

        

        	
          A2B2C1D2E1

        

        	
          A3B1C2D1-2E2

        
      


      
        	
          A2B1C1D2E2

        

        	
          A3B2C2D2E2

        

        	
          A4B3C3D3E2

        

        	
          A2B3C3D3E2

        
      


      
        	
          A4B3C3D2E4

        

        	
          A4B3C3D3E4

        

        	
          

        

        	
          

        
      

    


    


    These three alternative futures were labeled respectively:


    · Constructive World


    · Fragmented World


    · Confusing World.


    At step 7 of the scenario development process researchers from FOCUS partner CSDM described in detail each of the three context scenarios.[12]


    At a later stage, these results were rigorously compared with the results of other rele­vant security foresight studies, in particular the most recent reports of the US Na­tional Intelligence Council[13] and the Atlantic Council.[14] Based on this comparison, Uwe Nerlich from the Centre for European Security Strategies concluded that the three studies implemented similar approaches to security foresight, while their re­sults—being specific for the goals of each study—are complementary.[15]


    Foresighting EU Roles as a Global Security Actor


    A similar analytical approach was used to identify plausible roles of the EU as a global security actor in the 2035 timeframe, performing ‘wider’ Petersberg tasks. It requires identification of dimensions and distinct possible values along each dimen­sion.[16] Researchers on the FOCUS team developed a framework for describing EU roles with five dimensions:


    (a) ‘Strategy’


    (b) External ambitions


    (c) EU mission roles


    (d) Domain


    (e) Instruments in comprehensiveness of EU power.


    The main difference in comparison to the framework for exploring the scenario space is that the distinct values chosen along these dimensions are not necessarily mutually exclusive. This requirement is relaxed here to reflect in the exploratory process the concept of comprehensive approach to security, accounting for the multitude of play­ers, strategy elements, and instruments potentially used in a new role. Dimensions and the distinct values are presented in Table 3.


    On the second day of the scenario exercise in Sofia, each working group was tasked to come up with two new roles related to a plausible context scenario identified by the group. The results are summarized in Table 4.[17] While the potential new tasks are de­scribed by the distinct values along dimensions ‘b’, ‘c’, and ‘d’ (see Table 3), in view of the comprehensive approach their implementation may involve more than one ele­ment of strategy (dimension ‘a’) and/or instrument (dimension ‘e’).


    These results were further analysed and amended by the FOCUS research team that refined these roles and identified in addition a possible role in the control of CBRN proliferation. It also indicated additional possibilities in the field of extended air de­fence, in particular against advanced UAVs, further role differentiation that requiresenhanced dependability, roles in response to increasing demands in implementation of R2P (Responsibility to Protect) concept.[18]


    



    Table 3. Dimensions of the space for exploring 2035 Petersberg task.


    
      
        	
          (a)

          ‘Strategy’

        

        	
          (b)

          External ambitions

        

        	
          (c)

          EU mission roles

        

        	
          (d)

          Domain

        

        	
          (e)

          Instruments in comprehensive­ness of EU power

        
      


      
        	
          a1 Prevention

        

        	
          b1 Global reach

        

        	
          c1 Act alone

        

        	
          d1 Land

        

        	
          e1 Military forces

        
      


      
        	
          a2 Deterrence

        

        	
          b2 Regional se­curity player

        

        	
          c2 Lead (share the leadership)

        

        	
          d2 High altitude

        

        	
          e2 ‘Gendarmerie’

        
      


      
        	
          a3 Protection

        

        	
          b3 Neighbour­hood security responsibilities

        

        	
          c3 Take respon­sibility for a particular ops area, a type of capability or ca­pability group

        

        	
          d3 Outer space

        

        	
          e3 Intelligence

        
      


      
        	
          a4 Defence

        

        	
          b4 Addressing external dimen­sions of internal security

        

        	
          c4 Provide di­rect support

        

        	
          d4 Blue water, Sea Lines Of Communication /SLOC/

        

        	
          e4 ‘Security forces’

        
      


      
        	
          a5 Conse­quence man­agement

        

        	
          

        

        	
          c5 Support the mission indi­rectly

        

        	
          d5 Deep under­water

        

        	
          e5 Security gov­ernance and in­stitution building

        
      


      
        	
          a6 Resilience

        

        	
          

        

        	
          

        

        	
          d6 Cyberspace

        

        	
          e6 Financial & Economic instru­ments

        
      


      
        	
          

        

        	
          

        

        	
          

        

        	
          d7 Energy net­works

        

        	
          e7 Public diplo­macy & cultural instruments

        
      


      
        	
          

        

        	
          

        

        	
          

        

        	
          d8 Arctic

        

        	
          

        
      

    


    



    Conclusion


    Scenario-based foresight cannot be rigorously performed without adequate analytical support. This paper presented the process, methods and tools used in the exploration of context scenarios and roles in theme “EU as a global security actor” of the FOCUS project. This analytical support was crucial for the successful realisation of partici­patory foresight. The process of exploration benefited from the involvement of ex­perts outside the dedicated research team. They raise the awareness and bring expertise on specific aspects of the study that may not be available on the research team. Beyond the immediate impact, their participation strengthens networks, promotes the appreciation of foresight and thus facilitates decision-making on and the implementa­tion of study results.


    



    Table 4. Future new EU roles suggested by four groups of experts.


    
      
        	
          Future EU role/task

        

        	
          Context scenario in which it is undertaken

        
      


      
        	
          Area ‘Cybersecurity’

        
      


      
        	
          a6b4c1d6e4,1

        

        	
          A3B2C2-3D2E2

        
      


      
        	
          a2b1c2d6e1,5,6

        

        	
          A2B2C1D2E1

        
      


      
        	
          Area ‘Protection of Sea Lines of Communication SLOC’

        
      


      
        	
          a3b2c1d4e4

        

        	
          A3B2C2-3D2E2

        
      


      
        	
          a1,3b2c3d4e1,3,4,5

        

        	
          A2B1C1-2D2E2

        
      


      
        	
          Area ‘Energy Security’

        
      


      
        	
          a4b2c1d7e1,2,3,5

        

        	
          A1B3C3D2E3

        
      


      
        	
          a6b1c3d7e6

        

        	
          A2B1C2D1-2E2

        
      


      
        	
          Area ‘Space’

        
      


      
        	
          a4b1c2d3e1

        

        	
          A2B2C1D2E2

        
      


      
        	
          Area ‘Solidarity/Defence’

        
      


      
        	
          a1,2,3,5b2c2d1e1,3,4,5,6,7

        

        	
          A2B1C1-2D2E2

        
      


      
        	
          a3b2c3d1e1

        

        	
          A2B1C2D1-2E2
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